About the Company:

re Network Technologies delivers expert security consulting
to hglp organizations of all sizes reduce risk, achieve regulatory
compliance, maintain business continuity and reach their security
goals.

Secure Network Technologies consultants are 100 percent secu-
rity-focused and utilize proven consulting methods, based on ISO
1779 and National Security Agency Information Assurance Meth-
odology (NSA IAM) best security practices.

The, Secure Network team of security experts employs proprie-
tary toolsets, the latest threat intelligence and advanced counter-

Secu ring Networks Since 1997 measures to help build effective security programs that protect

and enhance business operations.

You Benefit From

L Industry-leading assessment and incident
. response offerings
L 100 Percent Security Focus
. . . . Fully Insured, & Complete Customer
. Our Security Professionals Experience Confidentiality
¢ Detailed deliverables and prioritizge® . Committed to Maximizing Banks Profits While

actionable remediation steps Reducing Losses

Finding Weaknesses Before The Bad Guys Do;

Penetration Testing Real-life network attack simulation in which security experts attempt to penetrate a
network mimicking the techniques used by malicious attackers.
Determination of network vulnerabilities while demonstrating how attackers can
significantly impact your business.

Application Security Assessment Identification of vulnerabilities in Web and custom applications
Targeted code review to provide solid recommendations for improving application
security.

Application Penetration Test Remote attack simulation in which security experts attempt to penetrate an

application, mimicking the techniques used by malicious attackers. Identification and
exploitation of application vulnerabilities to determine application security and
accessibility of data.

External Vulnerability Assessment Identification of vulnerabilities in externally facing devices and manual exploitation to
determine threat level.

Information Security Assessment Comprehensive evaluation of an organization’s security posture Includes
assessment of information security policies, procedures, controls and mechanisms
as well as physical security, networks, servers, desktops and databases.

VolIP Assessment Evaluation of VolP infrastructure to assess its security state.

Wireless Security Assessment Assessment of wireless network environment to test the security of the network
design and implementation.

Social Engineering Assessment Attempts to discover sensitive information or to access sensitive areas by
acting as a trusted employee or untrusted user.

Regulatory Specific Assessments Assessment of the gaps between the current security state and the achievement of
compliance with industry and government regulations, including (but not limited to):
Federal Financial Institutions Examination Council (FFIEC)
Federal Information Security Management Act (FISMA)
Gramm-Leach-Bliley Act
Health Insurance Portability and Accountability Act (HIPAA)
Payment Card Industry (PCI) Data Security Standard
Sarbanes-Oxley
Supervisory Control and Data Acquisition (SCADA)




Responding to Threats

Secure Network Technologies delivers services
when an unwanted break-in or breach of informa-
tion security has been encountered.

The following is a list of services we provide in the
result of an unfortunate incident.

Securing Networks Since 1997

Incident & Security Response Services

Incident Response Planning

Emergency Response Service

Forensic Analysis Service

Forensic Analysis Service

Staff Augmentation and Support

Security Awareness Program

Development of a security incident response plan to ensure preparedness
in the event of a security incident.

Immediate attack response 24x7x365 to stop attacks in progress and
minimize their impact.

Prepare for, manage and respond to a computer security incident.
On-site security workshops to improve incident readiness and security
Posture.

Available as subscription service or as on demand service.

Provides computer forensic analysis, discovery and litigation services to help find and
prosecute perpetrators of information security breaches.

Provides computer forensic analysis, discovery and litigation services to help
find and prosecute perpetrators of information security breaches.

Detailed forensics to find and prosecute perpetrators.

Available as subscription service or as on demand service.

Provides cost-effective security optimization with minimal impact on normal
staff operations by offloading critical security management tasks from in-house
staff resources. Security experts act as an extension of in-house resources.

Education for employees about best security practices and security policies.

Get Started Toaay and Schedule a FREE Consultation

Contact us to learn more about expert security consulting services.
Call 315-579-3372, or visit our Web site at www.securenetworkinc.com

Company Locations:

Secure Network Technologies, Inc. (North)
New York

Syracuse, New York 13202

Phone: 315-579-3372

Fax: 315-579-3374

@

Secure Network Technologies, Inc. (South)
Florida

2725 Brook Hollow Road

Clermont, FL 34714

Phone: 407-595-2304

Fax: 352-241-0863
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